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Nathan's Exchange Blog

Hi, This blog will be almost entirely Exchange and Mobility focused. | hope to provide regular content which
will range from longer posts to short tips and tricks type posts. | hope you will find the content useful.
Thanks Nathan

Configuring Exchange 2010 Certificates
Hi,
So having installed Exchange 2010 the next step is to make it useable. The first thing to

do is to create a couple of users and mailboxes which frankly hasn’t changed much since
Exchange 2007 so | won't detail it here.

Having done that we need to access those mailboxes, and in order to make use of all the
new features the only way to do this right now is via OWA.

Although Exchange 2010 comes enabled with self signed certificates clearly this is not
any use if you want to customize the URLs and get rid of irritating warnings that the
certificate authority is not trusted so this article will detail how to configure certificates in
Exchange 2010.

The first thing to note is that Exchange 2010 has some exciting new functionality
compared to Exchange 2007.

In Exchange 2007 all certificate work had to be carried out from the command line. Now
we have a GUI!

The New Exchange Certificate wizard can be launched after highlighting the server object
in the Exchange Management Console shown below.

sa.

a. trara m

On the first page give the certificate a name to identify it and click Next

s e =BT D T SR e O SRR PR, 4
v =

------

I-I = l ..-u'l

The next page is the really clever bit! Here you run through a series of options about

http://www.mmmug.co.uk/blogs/nweb/archive/2009/04/21/27774.aspx 19-2-2010



Nathan's Exchange Blog : Configuring Exchange 2010 Certificates Page 2 of 8

elements of Exchange 2010 which can use certificates and generally are prompted with
some useful default settings.

l.. Maw Eachangs Certelcots
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The following screens show the setting | chose. | didn’t setup federation;

l.. Mo Eacharggs Cortebcota
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I setup OWA to be accessed by mail.gaots.co.uk both internally and from the internet

l.. Mo Eacharggs Cortebcota
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I setup ActiveSync to use mail.gaots.co.uk
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§  MewEachangs Certsbcats
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setup the web services to use mail.gaots.co.uk and to use the default autodiscover URL

A MewEschange Cerisbcais
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I didn’t provision IMAP or POP
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I setup UM to use a public cert
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I: Mew Dachangs Certidcate
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enabled TLS and opted for the default smtp.gaots.co.uk for the connector FQDN

l: Maw Eachangs Certelcans.
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Finally I clicked Next to move on!

On the certificate organisation and location info page 1 filled in the usual info as below
and clicked Next

l: Maw Eachangs Certelcans.
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At this point a summary is shown and | clicked New to progress with the creation
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At this point the request file is created and then you are prompted with a summary page
showing the PowerShell command and also, brilliantly, more information about the fact
the a Unified Communications certificate is required (i.e. one that can support Subject
Alternative Names).
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Having created the certificate request the next step is to send the request to a certificate
authority. Obviously you would most likely do this online with a company like Digicert,
however in my case | did it from a CA installed on my domain controller.

Having received the certificate it is time to proceed in getting it installed and activated.
This process is started by highlighting the certificate request in the lower pane and
clicking the Complete Pending Request link in the action pane.

T

On the Complete Pending Request wizard first page, locate the certificate file received
from the CA.

The file should be a .cer file and once located, click Next

(note I tried this with a p7b certificate chain file and it caused a system error!)
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At this point the certificate is imported and you can click Finish
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Having imported the cert the final step is to enable the certificate for the relevant
services.

This is done by again highlighting the cert in the lower pane and then clicking the
Assign Services to Certificate link in the action pane.
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Next enable the certificate for all relevant services and click Assign. Interestingly UM is
greyed out, which is something | will investigate at another time.

http://www.mmmug.co.uk/blogs/nweb/archive/2009/04/21/27774.aspx 19-2-2010



Nathan's Exchange Blog : Configuring Exchange 2010 Certificates Page 7 of 8

| Mg Soreces Terbfoaie
B b eem Aeag, fusaia
I g S TR T BT N T ol e s Momar® D e
T L T
B om0 P
By i Tt Frtgam
e -
B rnerar v S

When applying the cert you may be prompted to replace the existing SMTP certificate in
which case you should accept!

Finally click Finish
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Having completed the above you can see the certificate and the services it is assigned to
in the bottom pane!
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All that remains is to test access to OWA to make sure everything is working!

Published Tuesday, April 21, 2009 7:15 PM by nathanwinters

Comments

# Exchange Server 2010 Features &laquo; Messaging&#8230;..
Technology&#8230;&#8230; Life&#8230;..

PingBack from http://joshuamaher.com/2009/04/21/exchange-server-2010-features/
Friday, April 24, 2009 5:11 PM by Exchange Server 2010 Features « Messaging.....
Technology...... Life.....

# MMMUG and Exchange 2010

Nathan asked me to publish this for him: As you will no doubt have heard, Exchange
2010 was launched

Saturday, May 09, 2009 12:37 PM by Brettjo :: Microsoft Exchange Messaging
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# Pelushe &raquo; MMMUG and Exchange 2010TechNet Blogs

PingBack from http://pelushe.salbit.com/mmmug-and-exchange-2010technet-blogs/
Saturday, May 09, 2009 3:20 PM by Pelushe » MMMUG and Exchange 2010TechNet
Blogs

# MMMUG - Exchange 2010 - 27th of May 2009

MMMUG (Microsoft Messaging &amp;amp; Mobility User Group) is hosting an Exchange
2010 centric event on the

Tuesday, May 12, 2009 11:52 AM by Robs Blog - MVP

# MMMUG - Exchange 2010 - 27th of May 2009

MMMUG (Microsoft Messaging &amp;amp; Mobility User Group) is hosting an Exchange
2010 centric event on the

Tuesday, May 12, 2009 11:52 AM by Rob Marshall @ MyltForum.com

# re: Configuring Exchange 2010 Certificates

Hi Nathan,

Quick Question... What if I have 2 CAS and 2 HUB server roles, how do I install and
configure the cert(s)???

Thanks,

Saga

Thursday, December 10, 2009 3:27 PM by Sagadudu
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